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$ whoami

Relational therapist for computer systems 
Solve {application,network,performance}-issues  

by looking at the communication between systems 

Member Wireshark core-team since 2007 
... and of the Wireshark Technical Steering Committee 

Started SYN-bit in 2010 
Application and Network troubleshooting 
Protocol and packet analysis 
Training (Wireshark, TCP, TLS) 

Organizer of the Wireshark Users NL meetups 
Wireshark Certified Analyst (WCA) #1 🎉
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Application and network troubleshooting

Protocol and packet analysis

Training (Wireshark, TCP, SSL)

www.SYN-bit.nl
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Challenges in large 
scale packet 
capturing
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Challenges of packet capturing on a large scale

Multiple tools need (the same or different) packet data 
(Application|Network) performance monitoring 
Intrusion detection 
Network forensics 
Troubleshooting 

Limitation on amount of SPAN sessions or TAP ports 
Tools have limited processing power 

So sending all packets results in bigger more expensive versions 
Legal restrictions and security policy implications 
The interesting data could be encapsulated (VXLAN, GTP, etc) 
The interesting data could be encrypted
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Packet capture infrastructure

Secondary network just for packet capturing 
Consists of: 

capture points 
SPAN, RSPAN, ERSPAN 
TAPs 

Tools needing packet data 
NPM, APM devices 
Security tools 
Troubleshooting tools 

Network Packet Brokers 
The magic box that handles all of the packet forwarding to the right tools
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What are NPBs?
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Basic features of a network packet broker

In essence it is an M to N forwarding switch 

Configured with rules on which packets are forwarded to which tools 
Can aggregate 
Can replicate 
Can loadbalance 
Can filter or L2, L3, L4 and partly on L7 

Usually high port density of high speed ports
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Packet Capture Infrastructure
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Advanced Features
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Advanced features of a network packet broker

Timestamping 

Slicing 

Deduplication 

Decapsulation (VXLAN, GTP, ERSPAN, etc) 
and being an ERSPAN endpoint 

Decryption (TLS) 

L2-L7 filtering (e.g. mac, vlan, ip, tcp, IMSI)
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Packet Capture Infrastructure
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VXLAN
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ERSPAN
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Benefits
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Benefits

Get each tool the packets it needs 
No more limit on # of SPAN sessions or # of taps 

Get each tool *only* the packets it needs 
Remove duplicates, prevents false analysis 
Use filters 
Save on costs for the devices analysing the packets 

Give each tool *the right* packets because of decapsulation 

Give each tool *the same timestamp* 
Only if the tool understands the custom packet format
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Thank you!

Sponsored by:
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sake.blok@SYN-bit.nl


