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$ whoami

Relational therapist for computer systems 
Solve {application,network,performance}-issues  

by looking at the communication between systems 

Member Wireshark core-team since 2007 
... and of the Wireshark Technical Steering Committee 

Started SYN-bit in 2010 
Application and Network troubleshooting 
Protocol and packet analysis 
Training (Wireshark, TCP, TLS) 

Organizer of the Wireshark Users NL meetups 
Wireshark Certified Analyst (WCA) #1 🎉
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Packet don't lie!
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But sometimes they do NOT tell the truth, the whole truth and noting but the truth!

Captured packets might be different than the 
packets on the network 

Sometimes not all packets are seen 

Sometimes too many packets are seen 

So, packets do lie!
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Packet lies due to 
capturing on an 
endpoint...
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Packet lies when capturing on an endpoint...

Packets that are too small (less than 64 bytes) 
... because of padding and FCS adding on the NIC (egress) 
... because the FCS is stripped by the NIC (ingress) 

Packets that are too big (more than 1518/9022 bytes) 
... because of TCP segmentation offloading (egress) 
... because of Generic Receive offloading (ingress, Linux default!) 

Bad checksums 
... because of checksum offloading (egress) 
... we disabled checksum checking by default in version 1.2 (IIRC) 

Delta times are unrealistically low 
... because time-stamping occurs after buffering (NIC & Kernel) 
... on 1Gbit/s, 1518 byte frames should be at least 12,3 μs apart
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LAB setup...
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    CLIENT 
(Windows)

  SERVER 
   (Linux)

Cisco L2 switch 
(SPAN SESSION: Gi0/0/1 -> Gi0/0/23)ProfiShark

 Capture 4 
  (MacOS)

 Capture 3 
    (Linux)

Gi0/0/1 Gi0/0/2

Gi0/0/23

1MB file copy with SCP

All NIC offloading features on All NIC offloading features on

All NIC offloading features offCapture by ProfiShark manager
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Let's look at the packets...
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Solutions...

Good 
Recognize the lies and adjust your analysis accordingly 

Better 
Don't capture on an endpoint 
... and capture on a SPAN port or TAP 
... and disable all offloading features on your capture device 

Best 
Use a specialised capturing card or device 
... connected to a TAP
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Packet lies due to the 
capturing setup...
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Packet lies due to the capturing setup...

Negative delta times and strange packet order 
... because capturing on multiple interfaces 

... with a passive DIY TAP 

... with a non-aggregating TAP 
... because of Generic receive offloading 

Many retransmissions and DUP-ACKs 
... because of spanning a VLAN in both directions 

Missing packets 
... because of disk I/O on the capture device 
... because of overloading the NIC buffer 
... because of oversubscribing the SPAN port
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Let's look at the packets...
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Extreme levels of RETRANSMISSIONs and DUP-ACKs...
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Spanning a vlan, the wrong way ;-)
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test-sw01#sh run | incl mon 
monitor session 1 source vlan 100 
monitor session 1 destination interface Gi1/0/23 
test-sw01#

test-sw01#sh mon ses 1 
Session 1 
--------- 
Type                   : Local Session 
Source VLANs           : 
    Both               : 100 
Destination Ports      : Gi1/0/23 
    Encapsulation      : Native 
          Ingress      : Disabled 

test-sw01# 
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Oversubscribing...

18

test-sw01#clear counters gi1/0/23     
Clear "show interface" counters on this interface [confirm]y 
test-sw01#sh int gi1/0/23 | incl drop 
  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 
     0 unknown protocol drops 
test-sw01#sh int gi1/0/23 | incl drop 
  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 122038 
     0 unknown protocol drops 
test-sw01#

... DISK I/O on capturing device:

... SPAN destination port on the switch:
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Solutions...

Match the capture setup to the infrastructure 

Make sure you only capture packets once 
Use editcap -d to remove duplicates (can also delete valid duplicates!) 

Make sure you dimension your capture setup right 

Monitor the resources during capture
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Packet lies due to 
Wireshark's 
dissection engine...
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Packet lies due to Wireshark's dissection engine...

Packets are marked incorrectly by the TCP dissector 
... because TCP analysis is a tough cookie 
... e.g. Out-Of-Order instead of Retransmission 

Packets are dissected as protocol X instead of protocol Y 
... because of greedy heuristics 
... because sometimes client ports were used to select the protocol 

Fixed after a presenter at Sharkfest misinterpreted Wireshark's wrong dissector choices
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Let's look at the packets...
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Misinterpretation of Wireshark's faulty choice of dissector...
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Solutions...

Get good at TCP analysis so you can verify! 
... this means putting in a lot of practice time 

Always... ALWAYS... check if Wireshark is not mistaken! 
... this means learning about the protocols you need to analyse 

Disable all the dissectors that you don't use/expect 

Use decode-as for individual cases
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Packet lies due to 
network device 
issues...
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Packet lies due to network device issues...

VLAN-tagged ingress frames and untagged egress frames 
... because that is how the mirroring on Ubiquity works 

Inside IP on egress and outside IP on ingress packets 
... because that is how Palo Alto captures packets (pre-NAT) 

IP address filter does not match PPPoE packets on ingress 
... because that is how Palo Alto matching filters work 
... feature request filed under NSFR-I-29610 

First fragment of fragmented IP datagrams not mirrored 
... because there is a bug in the HPE-Aruba mirror functionality 

The list continues...
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Let's look at the packets...
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Solutions...

Get to know how your devices work before you need to do a packet capture for a 
high priority incident 

Double-check your capture setup on things that seem odd 
... and report a bug if you suspect one 

Use a TAP to get a clean capture without device artefacts
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Debunking the lies...
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Debunking the lies...

Most packets don't lie! 
The captured packets show what is seen on the network 
Often only way to prove a bug or application issue 

Packets do lie sometimes though! 
Where and how you are capturing has a influence on what you 
get to see 
Wireshark's dissection can be wrong or misleading 

Resolution 
Make sure to arrange a proper capture setup using the right 
hardware 
Educate yourself in protocol analysis so that you can 
recognise when packets... 
"do not tell the truth, the whole truth and nothing but the truth!"
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