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DHCP-Fehler

M Normalablauf

[t] Wi-Fi: en0 — clab-test-sw1: e1-1

@ mN@E R & = Q Q & [ B

Ml SIP Client-Failures SIP Server-Failures SIP Global-Failures VolP Filter on Call-ID with RTP Filter on Call-1D ohne RTP Packets with SDP DTMF-Tones on RTP Failed Handshakes

| Time | Delta | Source [IPID | Destination | Protocol | Length | Info
3 2026-03-28 16:52:22.811425 0.0.0.0 255.255,255.255 DHCP 342 DHCP Discover — Transaction ID ©0x40519e4c

: 4 2026-03-28 16:52:22.862119 0.050694 172.20.10.1 172.20.10.2 342 DHCP Offer Transaction ID 0x40519e4c
L 5 2026-03-28 16:52:22.862978 0.000859 0.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID 0x40519e4c
6 2026-03-28 16:52:22.868079 0.005101 172.20.10.1 172.20.10.2 DHCP 342 DHCP ACK — Transaction ID 0x40519e4c
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DHCP-Fehler

o000 B [t] dhcp_evpn.pcapng — clab-test-sw1: e1-1

ADAdE m @ Qe2EF IE E QAQQQEE

l‘ :: ~| #  SIPClient-Failures  SIP Server-Failures  SIP Global-Failures  VolP  Filter on Call-ID with RTP  Filter on Call-ID ohne RTP  Packets with SDP  DTMF-Tones on RTP  Failed Handshakes = SDP
< | Time | Delta | Source [IPID | Destination | Protocol | Length | Info
2025-11-04 13:12:39. alyiree 172.30.2.10 DHCP 375 DHCP Request Transaction ID @xabff8a8

2025-11-04 13:12:39.662534 0.004665 172.30.2. ACK Transaction 0xabff8a8
2025-11-04 13:12:50.138962 10.4764.. 172.30.28. Release Transaction 0xc2511236
2025-11-04 13:13:09.468635 19.3296.. 0.0.0. . . . Discover - Transaction Oxdfaa2be
2025-11-04 13:13:11.372679 1.904044 172.30.28. . . . Offer Transaction Oxdfaa2be
2025-11-04 13:13:11.374160 ©.001481 0.0.0. - - o Request Transaction oxdfaa26e
2025-11-04 13:13:11.380050 ©.005890 172.30.28. - - o NAK Transaction oxdfaa26e
2025-11-04 13:13:11.380050 ©.000000 172.30.28. - - o NAK Transaction oxdfaa26e
2025-11-04 13:13:11.390485 0.010435 0.0.0. . . . Discover - Transaction 0xaeeb34c9
2025-11-04 13:13:11.396194 0.005709 172.30.28. . . . Offer Transaction 0xaeeb34c9
2025-11-04 13:13:11.399129 ©.002935 0.0.0. - - o Request Transaction @xaeeb34c9
2025-11-04 13:13:11.405257 ©.006128 172.30.28. . . . NAK Transaction 0xaeeb34c9
2025-11-04 13:13:11.405257 ©.000000 172.30.28. . . . NAK Transaction 0xaeeb34c9
2025-11-04 :13:11.411633 ©0.006376 0.0.0. . . . Discover - Transaction 0xa4f45dde
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2025-11-04 :13:11.417250 ©.005617 172.30.28. . . . 0ffer Transaction 0xa4f45dde
2025-11-04 13:13:11.424648 ©0.007398 0.0.0. - - o Request Transaction 0xa4f45dde
2025-11-04 13:13:11.429918 ©.005270 172.30.28. - - 5 NAK Transaction 0xadf45dde
2025-11-04 13:13:11.429918 ©.000000 172.30.28. - - 5 NAK Transaction 0xadf45dde
2025-11-04 13:13:11.441770 ©.011852 0.0.0. - - o Discover - Transaction 0x3b561553
2025-11-04 13:13:11.446997 ©0.005227 172.30.28. - - o 0ffer Transaction 0x3b561553
2025-11-04 13:13:11.449602 ©.002605 0.0.0. - - o Request Transaction 0x3b561553
2025-11-04 13:13:11.454742 0.005140 172.30.28. - - 5 NAK Transaction ©@x3b56f553
2025-11-04 13:13:11.454742 0.000000 172.30.28. - - g NAK Transaction @x3b56f553

> Frame 1: Packet, 375 bytes on wire (3000 bits), 375 bytes captured (3000 bits) on interface \ Ethernet
> Ethernet II, Src: Intel_84:0d:96 (7@0:a6:cc:84:0d:96), Dst: 20:20:00:00:00:aa (20:20:00:00:00:

> Internet Protocol Version 4, Src: 172.30.28.20, Dst: 172.30.2.10

> User Datagram Protocol, Src Port: 68, Dst Port: 67

> Dynamic Host Configuration Protocol (Request)

NNRNR R R
NP ®WYwooNoO

N
w

Internet Protocol Version 4

15
) e o e T

Qniirra AdAdrace

® E  dhcp_evpn.pcapng Packets: 5545 Profile: SIP RTP TSHOOT
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Case%201/dhcp_evpn_consolidated.pcapng

DHCP-Fehler

Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x0860cdl3
Seconds elapsed: O
Bootp flags: 0x0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0) () Note
Next server IP address: 0.0.0.0 (0.0.0.0) -
Relay agent IP address: 172.30.255.4 (172.30.255.4)
Client MAC address: 70:a6:cc:84:0d:96 (70:a6:cc:84:0d:96)

Client hardware address padding: 00000000000000000000
Server host name not given DHCP client requests from those relay agents.

All relay agent IP addresses (GIADDR) must be part of an active DHCP scope IP address range. Any GIADDR outside

of the DHCP scope IP address ranges is considered a rogue relay and Windows DHCP Server will not acknowledge

Boot file name not given
Magic cookie: DHCP A special scope can be created to "authorize" relay agents. Create a scope with the GIADDR (or multiple if the
Option: (53) DHCP Message Type GIADDR's are sequential IP addresses), exclude the GIADDR address(es) from distribution, and then activate the
Length: 1
DHCP: Discover (1)
Option: (55) Parameter Request List
Option: (61) Client Identifier
Option: (82) Agent Information Option

Length: 47 HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\S

Option 82 suboption: (1) Agent Circuit ID

Option 82 suboption: (151) Agent Remote ID ervices\DhcpServer\Parameters

. DhcpFlagSubnetChangeDHCPRequest = 1

Server ID override: 172.30.28.1 (172.30.28.1)

scope. This will authorize the relay agents while preventing the GIADDR addresses from being assigned.

Option 82 suboption: (5) Link selection
Length: 4
Link selection: 172.30.28.0 (172.30.28.0)
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Abbrechende VolP-
Gesprache



Abbrechende VolP-Gesprache

Provider E-SBC IP-PBX Softphone
tel.t-online.de LAN: 192.168.178.254 LAN: 192.168.4.250 192.168.178.26

SIP-Trunk SIP-Trunk WebRTC
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Abbrechende VolP-Gesprache

B [t] Case2.pcapng — clab-test-sw1: e1-1

[ — : 4 q oy = [ - |
A A mERE Qe2EF SR E QaaaqamEB
| | =B -+ SIP Client-Failures  SIP Server-Failures  SIP Global-Failures ~ VolP  Filter on Call-ID with RTP  Filter on Call-ID chne RTP  Packets with SDP  DTMF-Tones on RTP  Failed Handshakes  SDP  Test

No. |'£i.ﬂ; o0 Wireshark - VoIP Calls - Case2.pcapng
0

Start Tim ~ | Stop Time | Initial Speaker | From | To | Protocol | Duration | Packets | State | Comments
2.560169 1812.194126 217.0.146.133 <sip:+4966239125889@tel.t-online.de;user=phone> sip:066239159807@tel.t-online.de SIP 00:30:09 9 COMPLETED INVITE 200
2.620260 1812.232735 192.168.178.254 <sip:+4966239125889@tel.t-online.de;user=phone> <sip:004966239159807@tel.t-online.de> SIP 00:30:09 6 COMPLETED INVITE 200

4 < O U & WS

10 2024

> Frame 1: Packet,
> Ethernet II, Src:
> Internet Protocol

i Transmission Col

Limit to display filter [ Time of Day

Help

Qniirra Addrace |
LN ] Case2.pcapng Packets: 491405 Profile: SIP RTP TSHOOT
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Case%202/Case2.pcapng

Verzogerter E-Mail
Empfang



Verzogerter E-Mail Empfang

E [t] Negativ.pcap — ceos1: eth1

@ Mm@ QR e>=EF S E = L B B

| Time | Delta | Source |IPID | Destination | Protocol | Length | Info

1 2026-83-3@ 10:51:28.621512 57.1083.66.69 45.138.56.6 TCP 5248 -+ 25 [SYN] Seq=0 Win=42348@ Len=0 MS5=1460 SACK_PERM TSval=21530650 TSecr=@ WS=512

2 2026-03-30 10:51:28.622379 0.000867 45.138.56.6 57.183.66.69 TCP 74 25 + 5248 [SYN, ACK] Seq=0 Ack=1 Win=6516@ Len=0 M55=146@ SACK_PERM TSval=913648604 TSecr=21530650 WS=128
3 2026-83-3@ 10:51:28.776181 @.153802 57.1083.66.69 45.138.56.6 TCP 66 5248 - 25 [ACK] Seq=1 Ack=1 Win=42496 Len=8 TSval=21530885 TSecr=913648604

4 2026-03-30 10:51:28.777699 0.001518 45.138.56.6 57.183.66.69 SMTP 93 S: 22P-mail3.kassel.de ESMTP

5 2026-83-3@ 10:51:28.931219 0.153528 57.183.66.69 45.138.56.6 TCP 66 5248 -+ 25 [ACK] Seg=1 Ack=28 Win=42496 Len=8 TSval=2153096@ TSecr=913648759

6 2026-03-3@ 10:51:34.304492 5.373273 45.138.56.6 57.183.66.69 SMTP 93 S: 228 mail3.kassel.de ESMTP

7 2026-83-3@ 10:51:34.45805@ @.153558 57.183.66.69 45.138.56.6 TCP 66 5248 - 25 [ACK] Seq=1 Ack=55 Win=42496 Len=0 TSval=21536487 TSecr=913654286

8

2026-03-30 10:51:34.458350 0.00030@0 57.1083.66.69 45.138.56.6 C: EHLO outbound.pv.icloud.com
.138. 1
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Case%204/Negativ.pcap

Verzogerter E-Mail Empfang

The format for multiline replies requires that every line, except the
last, begin with the reply code, followed immediately by a hyphen,
"-" {also known as minus), followed by text. The last line will
begin with the reply code, followed immediately by <SP>, optionally
some text, and <CRLF>. As noted above, servers SHOULD send the <SP>
if subsequent text is not sent, but clients MUST be prepared for it
to be omitted.

For example:

250-First line

250-Second line

25@-234 Text beginning with numbers
250 The last line
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