" HORIZON3

316,000 Pentests spater...
Man versus Machme —autonomes
Pentesting in der Praxis

Jens Egger, Senior Solution Architect



\

When Iwas a CIO,lhad no idea I was
secure untilthe bad guys showed
up. Ieither wait to get hacked or...
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CEO and Co-Founder Horizon3.a1
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SUMMARY TALKING POINTS
Ground the conversation in the reality every security leader privately faces: under the old model, the only proof of security was a breach.
Snehal is not speaking as a vendor — he's speaking as someone who lived this as a CIO of a major enterprise.
The two options are stark: wait to be hacked, or hack yourself first.


SCRIPT:
This quote from our CEO Snehal is the most direct thing I can share with you in this whole conversation. 
He was CIO at GE Capital. He had a full security team, a stack of security tools, and annual compliance audits. 
And he said: 'I had no idea I was secure until the bad guys showed up.’ 
That is not a failure of effort. That is the fundamental trap the industry built: where the only real proof of security was a breach. 
He started Horizon3 with one conviction: the only acceptable answer is to hack yourself, as often as possible, before the bad guys do. 
That's what Horizon3 was built to do.
When your board asks how you know you're secure today, do you know what you would say? 



MORE DETAIL
This is the highest-empathy slide in the deck. Let it breathe. Don't immediately pivot to the next point.
This quote resonates across audiences: CISOs nod because they've felt this exact thing. Practitioners nod because they know the compliance-checklist dance doesn't answer the real question. Executives nod because they've stared down a board asking "are we secure?" and had no clean answer.
The phrase "hack yourself" sounds provocative, but it's actually simple: if you're not testing yourself the way an attacker would, you're relying on hope, not proof.
Strong discovery question to drop here: "When your board asks how you know you're secure today, what's your honest answer?"
If they engage: "That's the gap we were built to close. Let me show you how."




Do you attack the

Cyber Attack Surface now spans:

- Enterprise IT (SaaS + Cloud + On Prem)
- Vibe Coded Apps

- Data leakage to ChatGPT
- Suppliers

- Distributors

Rudder

Chengdu, China

Horizontal stabilizer
Finmeccanica: Foggia, ltaly
Boeing: Salt Lake City, UT

Chengdu Aircraft Industrial

main target

Fixed trailing edge
Kawasaki Heavy Industries
Nagoya, Japan

Wing
Mitsubishi
Nagoya, Japan

Center fuselage
Finmeccanica
Grottaglie, Italy

Wing tips Nacelles
KAL-ASD Goodrich
Busan, South Korea Chula Vista, CA
Flap support fairings
KAL-ASD

Busan, South Korea
Tail fin
Boeing
Frederickson, WA Aft fuselage
Boeing
Charleston, SC

-
Tail cone
o Boeing Main landing gear wheel well
Auburn, WA Kawasaki

Nagoya, Japan

Aft fuselage
KAL-ASD

Busan, South Korea

Passenger entry doors
Latécoére
Toulouse, France

or the supplier?

Mid-forward fuselage
Kawasaki Heavy Industries
Nagoya, Japan

Forward fuselage
Spirit
Wichita, KS

Landing gear
Messier-Bugatti-Dowty

2
o @ Gloucester, UK
sl Cargo access doors
Center wing box  Saab

Fuji Linkoping, Sweden

Nagoya, Japan
Wing/body fairing

Landing gear doors
Boeing
Winnipeg, Canada

Engines
GE: Evendale, Ohio
Rolls-Royce: Derby, UK

'moveable leading edge

OK

Tulsa,



The “Cyber” Monkey Business Illusion
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Perceptual Blindness

“Inattentional or perceptual blindness” the failure to see
something obvious when focusing attention on something

else.
’ “Don’t Tell 2 Take the
me I'm Attacker's
secure, Perspective

show me”
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GUESSING FROM A
CHECKLIST.

Passive scanning can'’t tell
you what’s actually risky.

A Vulnerable / exploitable
A Lacks proven business impact
A Creates noise without priority

2%

Of vulnerabilities added m
2024 were exploited
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ONLY EXPLOITING A
FRACTION OF EXPOSURE

Manual pentesting can’t meet
real-world scale and speed.

Snapshot in time
Narrow test scope

Unknown pentester skill

O Typicalenvironment coverage
< O with manual pentesting



Traditional Pentest

&) HORIZON3

Speed, Scale, Thoroughness

Horizon3 NodeZero Pentest
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EDR will save us all...

% EDR successfully stopped NodeZero RAT

Exploited Weakness

H3-2024-0019

Office365 Dump
JOOOOOOE " .
DOMAIN COMPROMISE & XIUKHNHK

DOMAIN USER COMPROMISE

N

NodeZero gains initial access to host

Drops RAT onto host running as SYSTEM

RAT successfully dumps LSASS, LSA, SAM, DPAPI, etc
Fully compromised host

SRENCERN IO

 How?97%ofthe time, RAT was implanted via compromised credential
* “Prevent OS Credential Dumping” on EDR’s is usually disabled by default
%) HORIZONS3 « Key point: verify the configuration of your security tools!!
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Business Risks Weaknesses Impacts Credentials Compromised Hosts

) © 663 9 1221 1686 & 70

Threat Actors exploit Weaknesses to achieve Impacts resulting in Business Risks

Jenkins Console Access

\

Password Reuse

NodeZero RAT

\

36 Domain Compromise

PrintNightmare ] - = Operational Disruption

Password in AD Attribute

LSASS Dump

516 Sensitive Data Exposure

Software Delivery Disruption
445 Host Compromise
Leak of Sensitive Communications
81 Ransomware Exposure

Critical System Shutdown

66 Domain User Compromise
Regulatory Breach Penalties

47 Critical Infrastructure Compromise

AWS User/Role Compromise

Theft of IP & R&D

Certifried
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Horizon 3 Al Inc - Prospect Demos Last 12 months v Y Download Report &,

Trends over Time
Remediation Summary
Pentest Campaigns

Systemic Issues
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Open Weaknesses Over Time

Trends in identified weaknesses and vulnerabilities over a selected time period.

By Severity v

" Critical V68 %
High v 85 %

Medium Vo8 %
45 1

Low v 89 %
3

Info
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Toggle to View: @D Critical @ High @B Medium @B Low Info

Attack Paths Over Time

Trends in identified attack paths discovered by NodeZero over a selected time period.

160

80

»

Open Attack Paths
25

Critical Infrastructure
Compromise

7

BusinessEmailCompromise

6

Ransomware Exposure

3

Sensitive Data Exposure

3
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NodeZero®
WebApp Pentesting
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Is Building a WebApp Pentest

Q
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True black -box test

with authentication

support, designed to
run continuously

No code access required.
Multi-role, session-aware
testing that mirrors attacker
behavior and runs as often as
the customer needs.

~N

r

O

Safe to run in
production against
external -facing apps
or in the CI/CD

Guardrails, safe execution
tiers, and deterministic
behavior allow the same test
to operate safely in live
environments or shift-left in
the pipeline.

N

r

@

Unified and integrated
with NodeZero’s External
+ Internal + Cloud engines

for attack chaining

One offensive engine
WebApps, external exposure,

across

internal paths, identities, and
cloud—finally showing how
attackers move through the
whole environment.
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.

http://horizon3.ai/

NodeZero’s Offensive Engine Has Advantages

¢ Production -Safe Testing Safely executes exploit chains  in realcustomer environments

Proof-based engine catches what DAST/SAST/ Consultants miss

v Real Exploitability Proof Every finding backed by replayable artifacts  (GIFs, logs, requests)

BAC — endpoint accessed — SSRF — image fetched — IAMprofile
revealed — cloud tokens stolen — ...— fullcontrol

< Multi -Step Attacks

Pivots and chains across External + Internal+ WebApps (both

« Preprod + Prod Validation

public-facing and internal) testing in one full spectrum loop

« Continuous Testing Repeated scheduled tests catch the latest exploitable vulnerabilities
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.


NodeZero Has Depth & Speed Where It Matters

NodeZero also includes a set of features that will
provide completeness and coverage for testing cases:
NodeZerofocuses on the top
CWEs (e.g. OWASP Top 10) » Authenticated Testing: Multi-role, session-aware
enterprises need. testing that mirrors realattacker behavior.

» Route Discovery + Mapping: Automatic identification of

pages, routes, and actions with visual traceability.

o Production -Safe Execution Modes: Light assessment
— fullexploit modes with guardrails.

* Replayable, Proof -Based Artifacts: Screenshots, GIFs,
logs,and endpoint traces.

¢ Internal + External Testing: Immediate value whether
customers start from internal or external.
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.


Our Vision

Hackers and APTs chain
compromise with apps,
mfra, JAM

Coupling Al with safety \
and automation is key :

ANTHROP\C
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Disrupting the first reported Al- ¥
orchestrated cyber espionage campaign Infrastructure

.......
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‘0‘ NodeZero attacks

f z
Identity

NodeZero is the only Al-Powered platform that autonomously
attacks WebApps, Infrastructure, and Identities.
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.
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Palo Alto XSOAR Integration
This delivers one-way integration with Palo Alto XSOAR operationalizing NodeZero findings inside existing SOC workflows. The focus is on automating ingestion of findings and response triggers, not custom playbook sprawl. This shows our continued commitment to go beyond alert enrichment into active response.�In PANW terms, this is a CONTENT PACK that allows Cortex XSOAR users to fetch and manage weaknesses discovered during pentest operations. It enables security teams to automatically ingest high and critical severity weaknesses as incidents in Cortex XSOAR for tracking and remediation.
Azure Enhancements� Azure enhancements are centered on cloud to cloud attack paths rather than isolated Azure posture. These enhancements focus on attack paths where a compromise in one cloud identity or subscription can cascade into other cloud services and environments. This underscores Azure is part of a broader cloud attack surface, not just a standalone target.
Vulnerability Management Hub Enhancements� VM Hub enhancements emphasize mitigations reporting and advanced automation rules rather than vulnerability inventory. Customers can track how mitigations reduce real attack paths and automate actions when risk thresholds are crossed. Reducing business risk requires outcomes driven reporting replacing static remediation lists.
Rapid Response Enhancements� Rapid Response enhancements introduce a brand new personalized experience designed for speed, clarity, and confidence under pressure. Prioritize signals to the most urgent emerging 0-days and N-days and provide clear guidance on how to eliminate that risk. These enhancements help find and mitigate internal and external exploitability risk and close the exploit window faster.
External Enhancements� External enhancements delivers continuous enumeration and testing of internet facing assets instead of point in time scans. The system autonomously and continuously discovers, validates, and re-attacks exposure as the environment changes. External testing is a continuous control testing your environment as it changes, not a scheduled event, eliminating exposure windows.
WebApp Pentest
Web application testing extends NodeZero beyond network centric attack paths into application level attack surfaces. Providing real abuse of authentication, logic, and exposure patterns tied to exploitable attack paths, proving exploitability, unlike a generic DAST tool.��Internal Network Pivoting�Internal Network Pivoting shows how an attacker does recon within an environment and then moves laterally inside the environment after initial access by chaining misconfigurations, credential exposure, and trust relationships to expand blast radius. Rather than treating vulnerabilities in isolation, NodeZero uses real attacker behavior to show how an initial foothold can be leveraged to access additional systems, escalate privileges, and reach high value targets such as domain controllers, sensitive data stores, or critical applications.
MSP Client Dashboard�The MSP dashboard provides multi-tenant visibility and outcome based reporting across managed customers. It focuses on scale, standardization, and visibility into issues in client tenants. This will reduce operational friction for partners and increase efficiency and effectiveness in managing client environments.
New Tripwires & Features
Add new and enhance existing tripwires to cover more high-impact use cases, covering more asset types or potential attack points such as extending scope of AD tripwires, and adding new ones focusing on Azure, WebApp, kubernetes, or GenAI protection. New features being researched include providing more insights, embedding more deeply into incident response workflows through additional SIEM and SOAR integrations, and further enriching data to improve incident investigations. 
CxO Insights� CxO Insights translates technical attack outcomes into business level narratives and risk themes. Support board level conversations without losing analytical integrity. Enable security leaders to reuse Insights outside the product without having to recreate or translate for non-technical audiences.
Oracle Attacks� Oracle attack coverage expands NodeZero into a high value but often neglected enterprise platform. The focus is on real world misconfigurations and privilege abuse, not theoretical database exploits. 
External to Internal Attack� External to Internal Attack focuses on pivoting from internet exposed assets into internal networks. Identify where a single external foothold can allows an attacker to bypass traditional perimeter safeguards and rapidly shift to internal assets, increasing the business impact. This makes lateral movement visible earlier in the attacker lifecycle and chains the full end-to-end attack path from external exploit to internal impact.
EDR and Identity Security Controls Validation
Add standalone, targeted health checks to validate an organization’s security controls - initially for EDRs and Identity Security, followed by Data Security. Validation results and recommendations can be used to harden and improve those critical security controls.


As a CIO or CISO, establishing the right
cadence is crucial

“It’s Pentest Wednesday”...

Did you:
1. Log us?
2. Alert on us?

3. Stop us?
4. Why not?




Our Vision

The only Al-powered platform that autonomously attacks infrastructure, identity, and web apps.

PROACTIVE SECURITY PLATFORM
We built the world’s best and most experienced Al
hacker, conducting over 250K production-safe tests.

- PROACTIVE OFFENSE

Autonomous Offensive Security : Attack your environment
toreal, find exploitable weaknesses before adversaries do.

- PRECISION DEFENSE

Offense informs Defense : Capture how controls behave,
generate tuning recommendations, verify remediation.

- NODEZERO WEB APP PENTESTING s l' f <

Check the Front Door : Web app pentesting to map every in:frastructure Identity
app route to find real, exploitable vulnerabilities. v e

- AGENTIC RED & BLUE TEAMS *° ' ¢

Autonomously take actions based on
what NodeZero discovers.
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SUMMARY TALKING POINTS
Horizon3's platform vision spans the full offensive security surface — infrastructure, cloud, identity, and web applications.
Two pillars are live in production today: Proactive Offense (autonomous infrastructure pentesting) and Precision Defense (the offense-informs-defense loop that validates whether your controls actually work).
Coming soon: NodeZero Web App Pentesting and Agentic Red & Blue Teams — autonomous agents that don't just find problems but take action to fix them.

SCRIPT:
And as you think about Horizon3 as a long-term strategic partner, not just a point solution for your next pentest, I wanted to share a bit of our vision
Two pillars are running in production today. 
Proactive Offense: NodeZero autonomously attacks your infrastructure, cloud, and identity systems continuously. 
That's what we've spent most of today discussing. 
Precision Defense: this is what we call the 'offense informs defense' loop. 
NodeZero runs real attacks in your live environment, and our Precision Defense capabilities help you answer…
What emerging threats matter? (Rapid Response)
Are bad actors in my network? (TripWires)
Are my defenses working as expected (EDR Health Check)
Coming soon: NodeZero Web App Pentesting: Extending the same autonomous, production-safe approach to your external-facing applications, mapping every route and finding real, exploitable vulnerabilities in your front-door attack surface. 
And on our roadmap: Agentic Red & Blue Teams: Autonomous agents that take action based on what NodeZero discovers. Fixing WAF rules. Patching servers. Rolling credentials. Adding missing SIEM detections. 
The future of cyber defense is AI versus AI, with humans managing by exception. That's the direction we're building toward right now.



MORE DETAIL
This slide matters most for buyers who are evaluating Horizon3 as a strategic platform, not just a point tool. It shows that the roadmap extends well beyond what they see today.
Precision Defense capabilities worth knowing in depth:
Rapid Response: NodeZero's capability to prioritize testing for newly disclosed critical CVEs within hours of publication, replacing the weeks-long triage cycle with same-day proof of exposure.
Tripwires: detect if adversaries are already present in the network by planting decoy assets NodeZero understands the environment well enough to monitor.
AD TripWires: Active Directory-specific intrusion detection, catching lateral movement before it reaches critical assets.
EDR Health Check: NodeZero attacks the environment and measures whether the EDR actually caught the attack — surfacing gaps in detection coverage with real attack data, not vendor claims.
NodeZero Web App Pentesting and Agentic capbilities are "coming soon.” Flag the direction and move on. Don't let roadmap items become the center of the conversation. The right frame: direction, not deliverable.
If a buyer is primarily interested in web application security: note Web App Pentesting as the near-term capability to watch and offer to connect them to product leadership for a preview.
The "Agentic Red & Blue Teams" framing is the boldest vision point in the deck. Use the full line only when the conversation has reached strategic altitude: "The future of cyber defense is AI versus AI, with humans by exception." If the room is operational-level, compress to: "The roadmap extends to automated remediation — what NodeZero finds, agents will fix."
If you're short on time: "Today's platform covers infrastructure pentesting and defense validation. Web apps and automated remediation are coming next. One platform, one continuous workflow across your entire security program."


The future of cyber warfare will run
at machme speed — algorithm vs.
algorithm — with humans by exception.”

Snehal Antani
CEO and Co-Founder Horizon3
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Criminal organizations are already using highly automated attack tools to execute ransomware attacks and other campaigns successfully. In Gartner’s latest Security Hype Cycle, Autonomous Pentesting is a rising category, recognizing the potential for applying machine learning & AI to conduct offensive cyber operations.



Thank You!

Jens.Egger@horizon3.al

www.horizon3.al e Schedule a demo
www.linkedin.com/company/horizon3ai ! .

youtube.com/@horizon3ai us/schedule -demo/
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