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$ whoami

eRelational therapist for computer systems

- Solve {application,network,performance}-issues
by looking at the communication between systems

eMember Wireshark core-team since 2007

eStarted SYN-bitin 2010

- Application and Network troubleshooting

- Protocol and packet analysis
- Training (Wireshark, TCP, TLS)

eWireshark Certified Analyst (WCA) #1 &
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A little history of packet capturing

e 1988: tcpdump

- Van Jacobsen, Sally Floyd, Vern Paxton, Steve
McCanne
- Lawrence Berkely Laboratory

e 1994: libpcap becomes separate library
e 1998: Ethereal

e 1999: WinPcap
- Development stopped in 2018

e 2006: Wireshark
e 2013: Npcap

- Replaces WinPcap in Wireshark Installer

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! e
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Challenges with packets?

e Access to packets more and more challenging,
especially in cloud environments

eEncryption is more widespread and decryption
not always possible

eContainers and kubernetes make workloads
more volatile

eWhat if we could dig into system calls instead?

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! 1
Sake Blok | SYN-bit WIRESHARK




—=>

connect() read() write() many more

Operating System

Hardware

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! Y
Sake Blok | SYN-bit WIRESHARK




=D
I I :[ What if we could
capture here?

connect() read() write() many more

Operating System

Hardware

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! Y
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A little history of syscall capturing

libscap / libsinsp
(no logo, yet?)

02014: sysdig
- Loris Degioanni (who also started WinPcap)

02016: Falco

- 2018: Falco handed over to CNCF, graduates in 2024
- https://github.com/falcosecurity/falco

02021: libscap/libsinsp handed over to the CNCF
- https://github.com/falcosecurity/libs

e2021: Add plugin infrastructure to falco libs
- Makes ingesting cloud logging possible (like AWS cloudtrail)

02025: Stratoshark

/r_’:/("‘\\
- Gerald Combs (who also started Wireshark)

- https://gitlab.com/wireshark/wireshark/-/tree/master/ui/ STRATOSHARK
stratoshark

Stratoshark... A new kid on the block! /1
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network packet domain system call domain

_ f ~/ .
sysdig STRATOSHARK

cli capture/viewer gui capture/viewer intrusion detection cli capture/viewer gui capture/viewer intrusion detection

LiBPCAP libscap / libsinsp

shared libraries shared libraries

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! -t
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beheer@docker-macbook:~$ timeout 1 sudo sysdig
18 17:26:38.319058248 1 sysdig (175349.175349) > switch next=0 pgft_maj=0 pgft_min=1043 vm_size=28238@ vm_rss=15176 vm_swap=0
19 17:26:38.319130574 1 <NA> (<NA>.@) > switch next=175349(sysdig) pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=@ vm_swap=0
40 17:26:38.319211982 1 sysdig (175349.175349) > switch next=0 pgft_maj=0 pgft_min=1047 vm_size=282380 vm_rss=15176 vm_swap=0
41 17:26:38.319214149 @ <NA> (<NA>.8) > switch next=174903 pgft_maj=0 pgft _min=0 vm_size=0 vm_rss=0 vm_swap=0
42 17:26:38.319221698 @ <NA> (<NA>.174903) > switch next=0 pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=0 vm_swap=0
43 17:26:38.319233397 1 <NA> (<NA>.0) > switch next=175347(sudo) pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=0 vm_swap=0
44 17:26:38.319239230 1 sudo (175347.175347) < ppoll res=1 fds=11:u® 3:p® 9:f1 8:f0
45 17:26:38.319247187 1 sudo (175347.175347) > rt_sigaction
46 17:26:38.319247520 1 sudo (175347.175347) < rt_sigaction
47 17:26:38.319248104 1 sudo (175347.175347) > read fd=9(<f>/dev/ptmx) size=65536
48 17:26:38.319252937 1 sudo (175347.175347) < read res=324 data=18 17:26:38.319858248 1 .[01;32msysdig. [#@m (.[01;36m175349. [@0m.175349) > .[01; fd=9(<f>/dev/ptmx) size=65536
e
259719 17:26:38.500757839 @ sshd (145515.145515) > rt_sigprocmask
259720 17:26:38.500757922 @ sshd (145515.145515) < rt_sigprocmask
>
<

PRRPRERRPOOR PP

259722 17:26:38.500758256 @ sshd (145515.145515) read fd=10(<f>/dev/ptmx) size=32768

259723 17:26:38.500759172 @ sshd (145515.145515) read res=2048 data=68681 17:26:38.365054879 8 . [01;32msudo. [@@m (. [01;36m175347. [00m.175347) < .[01 fd=18(<f>/dev/ptmx) size=32768
259725 17:26:38.500760922 @ sshd (145515.145515) > switch next=174904 pgft_maj=7 pgft_min=1414 vm_size=20160 vm_rss=6352 vm_swap=408

259729 17:26:38.500763380 @ <NA> (<NA>.174904) > switch next=145515(sshd) pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=0 vm_swap=0

259730 17:26:38.500764172 @ sshd (145515.145515) > getrandom

beheer@docker-macbook:~%

beheer@docker-machook:~$ timeout 1 sudo sysdig -w 1lsec.scap
beheer@docker-machook:~$ sysdig -r 1lsec.scap | wc -1

1022

beheer@docker-macbook:~$%

beheer@docker-machook:~$
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Stratoshark... A new kid on the block! /1
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Stratoshark

e All the features of Wireshark... but for system calls

- extensive filtering
- filter buttons
- expanding details
- configuration profiles for easy switching
- lo graphs
etc

e Runs on Windows/MacOS/Linux
e Maintained by the Wireshark Foundation

https://www.pexels.com/photo/purple-neon-light-signage-3960381/

Stratoshark... A new kid on the block! 4
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How can we use Stratoshark?

elLinux

- Capture local system calls
- Analyze scap files

- Capture system calls from remote Linux system over SSH

- Use falco plugins to ingest (cloud) logging

eWindows / MacOS

- Analyze scap files made remotely with sysdig/Stratoshark
- Capture system calls from remote Linux system over SSH
- Not possible yet(!) to capture local system calls

- Use falco plugins to ingest (cloud) logging into Stratoshark

Sponsored by Profitap & Emitec
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evt.category == "file"

No.

Time
2.927028125

Event name Proc Name PID FD Name

acress - curl 91e

2.077035531
2.927042182
2.5927e455613
2021059184
2.927055R97
2.927e62024
2.5927e63818
2.927071365
2.927075937
2,92701 7799
2.927080013
2.927080R34
2,927 0¢2860
2,920727092
2.927127053
2,927131283
2,927137601
2.927138382
2.927140375
2,927 140347
2.927142061
2.927197724
2,5927158165
2,927 2007008
2.9272114m0
2.927212211
2.927214214
2.9214324
2.927215R4R
2,927218509
2,927 218222
2.927228567
2.927221118
2,5927264799
2.92776510A
2.927271763
2,927 276582
2.927277534
2.927 278655
2.927273887
2,927 209529
2.927316257
2.927315587
2,59273133192
2.027324801
2.927324702
2.927325734
2.927226225
2.92732761R
2,927359357
2,592713535610
2.927361822
2.927365630
2,927 366421
2.927 367401
2.927367R34
2,927363166
2.927408278
2.977408548
2.927410904
2.5927415623
2.927476425
2.927417637
2.927415840
2.927419411

2.0977452443
2.927452713
2.927454527
2.027458085
2.927459645
2.92/461103
2,927461639

2.927462952

e curl 219
cpanat curl

cpenat curl
resfstatat

9e Jeteslo.so.cache

Slib/sais_da-linue—gnu/ Libeurl.son
fibfxds 64 Unux gaun/Ubeu el so.

read
read
rcutsTatat

rcutsTatat c 1 Jetefla.sa.cache
close > 3 JeteSlo.so.cache
close < curl 91 918 3 JeteSol.so.cache
cpanaT - curl 2% 219 > |
openat < curl 21 213 3 FLDSxE5_54 Linux gnusibcurl.so.
- J
: 2

resfs catat by xitd_6a-Linue—gnu/Libou ril.son

close = curl 91 918 3 FlbfaEs Sa-linux—gnu/Libourl.so.
clasc £ curl 219 219 3 FlibSxES_ 64 Linwe gauftibcurl soo
cpenat - curl 216 213 -1

cpEnat < curl 91 918 3 b/ b _da-linux—gnus/Libz, sc.l

read > SbSxES 64 Linuxe gauftibz. s0.1
read c JibS @5 64 Linux gauftibz. 50.1
reafs tatat
reafstatat

< Slibfxih Ha-linux=gnu/Tiks. so.1
clLasc - curl 219 219 3 SIS xES_ 64 Linwe gauftibz. 5001
close < curl 91 918 3 Alibsaib_da-linux—gnu/libz, so.l
cpEnat = curl 91 918 -1
cpenat - curl 219 219 3 FlibSxES 64 Linwe gauftibe. 50.6
rcad - 3 LR @5 99 Uinux ¢nusUibS, 50.0
read 3 Albs b _da-linux—gnus/Libe, sc.b
preac : 3 SlibfxEs 68 Linue gauf/libe. 5006
praae 3 b xES 64 Linuxe gnauftibe. 50.6
rewfs tatat 16
reafs tatat 19 Alibysxid_Sa-linux—gnu/Libc, so.b
praac - 19 3 /1bSxES_ 64 Linuxe gauftibe. so.6
praag < 1% 3 LD xES_od-Linux=gnusLibc, s0.6
close = 1% 3 Alib/ et da-linux—gnus/Libe, so.b
clasc o curl 2% 219 3 J1ibSxES 64 Linux gauftibe. s0.6
cpanat - curl 219 219 1
cpEnat < curl 91 918 3 Alibs s _ta-linue—gnu/Librghtipl.
read i /libfsih 6a-linux—gnu/Vibrghttpl.
read 3 b xES 64 Linux gnufUibrghttpZ.

rewfs tatat

rewfs tatat < Slibys it _da-Linux—gnu/Librghttpd..
clLasc - Sib @S 64 Linuxe gaufUibrghttpZ.
clase - curl 219 910 3 Flibfx@5_54 Linux gaufUikrghttp?.
cpEnat = curl 91¢ 918 -1

cpanat « curl 9% 99 3 Slibfxds &8 linue gnuflikion2.soo
read -

b xES S8 Linwe gauftibianZ. so.
Sliby xib_6a-linux—gnus/Libienl.sou

0

read
rewfs tatat

read
read
rcutsTatat

SLibyf xib_6a-linux—gnu/Librirp.so.
flibyxih_Sa-Tinus—gnu/Tikrtrp.so.

rcwtsTatat “ 1 /libfxE6 63 Linue gauftibian? . so.
closc > 3 LIS xE5_54 Linux gnustibionZ.so.
close < curl 91¢ 918 3 Alibf b _69-linux—gnu/Libion2.so.
cpanat - curl 21 919 1
cpenat - curl 219 219 3 JIibSxES_ 64 Linux gnuftibrtrp.so.
- 3
]

Y A

reststatat < 1 U Eo_od-linux—gnusLibrtrg.co.
close = 3 Alib/ b _da-linux—gnu/Librtrp.so.
clase LS curl 219 219 3 JIibSxES 64 Linux gnuftibrtrp.so.
cpenat - curl 219 219 > |

cpEnat < curl 91¢ 918 3 Alibs b _da-linux—gnus/Libsshi.son
read = i JSlibfx#h 6a=-linux=gnu/Vikssh2 _so.
read o< 3 b xES 64 Linux gauf/UibsshZ o so.

rewfs tatat

reafs tatat by xitd_6a-linue—gnu/Libsshl.so.

clLase - SbSxEs_ 54 Linwe gauftibsshZ . so.
closc < curl 21 19 3 FLDSxE5_ 54 Linux gnu/LibsshZ.so.
cpEnat = curl 91¢ 919 =1

opanat - curl 91% 919 3 /libfx24 838 linux gau/libpsl.sn. b
read -

SIbSxES_ 64 Linuxe gauftibpsl.sn. 5
read 3 Slibf it _6a-linux—gnu/Uibps Lo so. 5
rewfs tatat E

2,927483322
2,927 483583
2.9274%1215

2027404740 coonas

rcutsTatat “ 1 /libfxE6 63 Linue gauftibps 1. 50,5
close = 3 LS EL_Ga-linuk-gnusLibps L. 50. 5
close < curl 91¢ 918 3 Alibs b _ta-linux—gnus/Libps L. s0. 5
cpenat - curl 21¢ 912 1

-~

cucl
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No.

33097
33098
33099
33100
33101
33102
33103
33104
33105
33106
33107
33108
33109
33111
33112
33113
33114
33115
33116

sysdig.thread_id == 145515

Time
6.990955325
6.990976448
6.990978990
6.991001112
6
6

. 991032692
991119767

Event name

ppoll

rt_sigp..
rt_sigp..

read
read

rt <ian

-

Proc Name PID
sshd
sshd
sshd
sshd

sshd
cschd

145515
145515
145515
145515

145515
145515

145515
145515
145515
145515

145515
145515

4 10.211...
4 10.211...

FD Name

Container Name

host
host
host
host

host
hnest

+

Cmd Flle

Arguments
res=1 f..

fd=4(<4..
res=36 ..

Network MiscC

Info

ppoll
rt_sigproc.
rt_sigproc.
read, fd=4
read

rt sianroc

sysdig.thread_id == 145515 and evt.categor =="file"|

No.

33108
33109
33111
33112
33133
33134
33648

33649 ]

33650

33651
33674 |
33675 |
34411 ]
34412 ]

34413

34414 |
34438 ]
34439 ]
35339 ]

_“rsan T

Time

6.991140515
6.991198717
6.991204466
6.991218090
6.991360992
6.991364117

Event name

write
write
ioctl
ioctl
read
read

Dir

Proc Name

sshd
sshd
sshd
sshd
sshd
sshd

PID

145515
145515
145515
145515
145515
145515

145515
145515
145515
145515
145515
145515

FD Name

/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..

| +
Container Name
host
host
host
host
host
host

Cmd Flle

Arguments
fd=7(<f..
res=1 d..
fd=7(<f..
res=0

fd=10(<...
res=1 d..

Network MIsC

Info

write, fd=
write
ioctl
ioctl
read, fd=1
read

4 No.
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33108
33109
33133
33134
33648
33649
33674
33675
34411
34412
34438
34439
35339
35340
35365
35366
35994
35995
36020

Time

6.991140515
6.991198717
6.991360992
6.991364117
7.107583628
7.107610542
7.107807272
7.107810438
7.264266258
7.264291214
7.264622763
7.264626262
7.450885424
7.450904756
7.451074113
7.451077488
7.590342289
7.590374411
7.590673255

a¥as -

Eventname Dir

write
write
read
read
write
write
read
read
write
write
read
read
write
write
read
read
write
write
read

vV AV AV AV AV AV AV AV AV AV

Proc Name

sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd

sysdig.thread_id == 145515 and evt.category=="file" and evt.is_io==1|

PID

145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515

145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515

Stratoshark... A new kid on the block!
Sake Blok | SYN-bit

FD Name

/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..

| +
Container Name
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host

Cmd Flle

Arguments
fd=7(<f..
res=1 d..
fd=10(<...
res=1 d..
fd=7(<f..
res=1 d..
fd=10(<..
res=1 d..
fd=7(<f..
res=1 d..
fd=10(<...
res=1 d..
fd=7(<f..
res=1 d..
fd=10(<...
res=1 d..
fd=7(<f..
res=1 d..
fd=10(<...

Network

Info

write, fd=
write
read, fd=1
read
write, fd=
write
read, fd=1
read
write, fd=
write
read, fd=1
read
write, fd=
write
read, fd=1
read
write, fd=
write
read, fd=1

I 4 GRS
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NoO.

~

33100
33101
33108
33109
33133
33134
33143
33144
33640
33641
33648
33649
33674
33675
33684
33685
34403
34404
34411

T aaaan

Time

£.991001112
6.991032692
£.991140515
©.991198717
£.991360992
©.991364117
6.991390447
6.991494187
7.107499512
7.107518510
7.107583628
7.107610542
7.107807272
7.107810438
7.107833936
7.107897429
7.264201723
7.264221221
7.264266258

v T ol B T ol B B |

Event name
read
read
write
write
read
read
write
write
read
read
write
write
read
read
write
write
read
read
write

¢ con = de =

Dir

>
<
>
<
>
<
>
<
>
<
>
<
>
<
>
<
>
<
>

Proc Name

sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd
sshd

- e A

145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515

qaAarrar

TID

sysdig.thread_id == 145515 and evt.category in {"net"”, "file"} and not sysdig.event_name=="ioctl"
PID

145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515
145515

“aAarrar

FD

FD Name

10.211...
10.211...
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
10.211...
10.211...
10.211...
10.211...
/dev/pt..
/dev/pt..
/dev/pt..
/dev/pt..
10.211...
10.211...
10.211...
10.211...
/dev/pt..

Sl meo o Ol

Container Name

host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host
host

e e =d

Cmd Flle
Arguments
fd=4(<4..
res=36 ..
fd=7(<f..
res=1 d..
fd=10(<..
res=1 d..
fd=4(<4..
res=36 ..
fd=4(<4..
res=36 ..
fd=7(<f..
res=1 d..
fd=10(<..
res=1 d..
fd=4(<4..
res=36 ..
fd=4(<4..
res=36 ..
fd=7(<f...

— - - “ -

Network
Info
read, fd=4
read
write, fd=
write
read, fd=1
read

write, fd=

write
read, fd=4
read
write, fd=
write
read, fd=1
read

write, fd=

write
read, fd=4
read
write, fd=

¢ com = ds =

MISC

/1
WIRESHARK
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No.

(sysdig.thread_id in { 145515,145516} and evt.category in {"file"}) && evt.is_io==1

~

Time

6.991140515
6.991198717
6.991254420
6.991263210
6.991312705
6.991321871
6.991360992
6.991364117
7.107583628
7.107610542
7.107696325
7.107706074
7.107755902
7.107766734
7.107807272
7.107810438
7.264266258
7.264291214
7.264425700

= M AATNTIEAN

Event name

Dir Proc Name PID

>
<
>
<
>
<
>
<
>
<
>
<
>
<
>
<
>
<
>

145515
145515
145516
145516
145516
145516
145515
145515
145515
145515
145516
145516
145516
145516
145515
145515
145515
145515
145516

qaAarrar

145515
145515
145516
145516
145516
145516
145515
145515
145515
145515
145516
145516
145516
145516
145515
145515
145515
145515
145516

qaaAarrar

FD Name
/dev/ptmx
/dev/ptmx
/dev/pts/0
/dev/pts/0@
/dev/pts/0
/dev/pts/0@
/dev/ptmx
/dev/ptmx
/dev/ptmx
/dev/ptmx
/dev/pts/0@
/dev/pts/0@
/dev/pts/0
/dev/pts/0
/dev/ptmx
/dev/ptmx
/dev/ptmx
/dev/ptmx
/dev/pts/0@

Frd oo Foldh o I

v + Cmd Flle

Container Name

Network

Arguments Info

MISC

/1
WIRESHARK
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@O0 @

- ® BN RE Q & =

proc.name in {"apache2", "httpd", "mysqld"} v| +

Capturing from SSH remote syscall capture: sshdig

Q & & TF [

#LogIinShell Command ¥ Flle ¥ Network ¥ MIiSC ¥

Title: "container™ Type: Custom $] Fields: thread.cgroups[28-35] Occurrence: 0 Cancel

Time Delta Container Name "container" Proc Name Event name PID TID PPID

1.
1.
1.
. 694107666
.694111249
. 694112499
.694116998
.694118123
.694122498
. 194484509
. 194518589

1
1
1
1
1
1
2
2

194945447
194949572
694098208

0.
Q.
0.
. 000009458
. 000003583
. 000001250
. 000004499
. 000001125
. 000004375
.500362011
. 000034080

O 0O 000000 e

000002250
000004125
499148636

ec6a9207
ec6a9207
9afe7bab
9afe7bab
9afe7bab
9afe7bab
9afe7bab
9afe7bab
9afe7bab
3f43ef36
3f43ef36

apache2
apache2
apache2
apache2
apache2
apache2
apache2
apache2
apache2

httpd

httpd

vV AV V AV AV AV YV

pselect6
switch
pselect6
wait4
wait4
times
times
pselect6
switch
pselect6
wait4

170207
170207
170324
170324
170324
170324
170324
170324
170324
170082
170082

170207
170207
170324
170324
170324
170324
170324
170324
170324
170082
170082

1

1
170250
170250
170250
170250
170250
170250
170250
170016
170016

Thread Cgroups [..]: cpuset=/system.slice/docker-3f43ef36055417afaf2895871e49334b893100b69%e2e83e54a72bbccllla2f43.scop

Children:

)

Standard Input fd type: file

Standard Output fd type: pipe

Standard Error fd type: pipe

Standard Input fd name: /dev/null
Standard Output fd name: pipe:[166691]
Standard Error fd name: pipe: [166692]

Process Ancestors
llser Tnformation

() 7

All cgroups the thread belongs to, aggregated into a single string. (thread.cgroups) Events: 75113 . Displayed: 336 (0.4%) - Dropped: 0 (0.0%) Profile: SYN-bit

Stratoshark... A new kid on the block! /1
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Server BNGELG(=:1{*1M Capture Debug Server  Authentication m Debug

. sysdi
Remote SSH server usemame  beheer] Remote capture command selection O Oih g
er:

Remote SSH server password
Remote capture command

Server  Authentication  Capture  Debug Path to SSH private key one

Gain capture privilege on the remote machine © sudo
Remote SSH server address docker-macbook SSH key passphrase doas

Remote SSH server port 22 ProxyCommand Privileged user name for sudo or doas

Support SHA-1 keys (deprecated) Events to capture 0

Use eBPF

S5

Error from extcap pipe: sudo: a
terminal is required to read the
password; either use the -S
option to read from standard
input or configure an askpass
helper
sudo: a password is required

Stratoshark... A new kid on the block! /1
Sake Blok | SYN-bit WIRESHARK
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beheer@docker-machook: /etc/sudoers.d — ssh beheer@docker-machook — bash — 80...

beheer@docker-machook:~$ grep sudo /etc/group 5
sudo:x:27:beheer

beheer@docker-macbook:~%$ cd /etc/sudoers.d/

beheer@docker-machook: /etc/sudoers.d$ cat sysdig

cat: sysdig: Permission denied

beheer@docker-macbook: /etc/sudoers.d$ sudo cat sysdig

#

# This file MUST be edited with the 'visudo' command as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly modifying this file.

#

# See the man page for details on how to write a sudoers file.

#

# Allow members of group sudo to execute sudo sysdig without password
%sudo  ALL=(ALL:ALL) NOPASSWD: /usr/bin/sysdig

# See sudoers(5) for more information on "@include" directives:
beheer@docker-machook: /etc/sudoers.d$ B

Capturing from SSH remote syscall capture: sshdig

|  § T [{

v + #LogIinShell Command ¥ Flle ¥ Network ¥ Misc ¥

Time Delta Container Name PPID PID TID Proc Name D Event name FD Name Arguments Info
1L« LUVLID0OD.. UOYOOLYDO/ nus L /70022 41/02vVv9 41/702vv SysuLy swaiLun HCAL=Y pPyI L_lld | =20 Py I L_.w.. swaiLLuen

12.2009129.. 0.000714426 (% switch next=178900(sysdig) pgft.. switch
12.2009253.. 0.000012374 host 178899 178900 178900 sysdig switch next=0 pgft_maj=26 pgft_.. switch

12.2016017.. 0.000676472 (% switch next=178900(sysdig) pgft.. switch
12.2016132.. 0.000011415 host 178899 178900 178900 sysdig switch next=0 pgft_maj=26 pgft_.. switch

12.2023342.. 0.000721009 (% switch next=178900(sysdig) pgft.. switch

Stratoshark... A new kid on the block! /1
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int openat(int dirfd, const char *pathname, int flags, mode_t mode);

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! 1
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More fun when enriched with metadata

e On start, libscap collects system state

- containers, users, groups, processes, file
descriptors, etc

e During capturing, libsinsp updates tables

- So always a mirror of the system state available
- Makes filtering on all kinds of information possible
- Enables the inclusion of metadata in output (falco)

e Stratoshark shows system call data and all
metadata

https://reef-aquarium-store.com/dardanus-pedunculatus-anemone-hermit-crab

Seerseied by P iEn s sTites Stratoshark... A new kid on the block! 71
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System Event 3429: 50 bytes
TR system call, captured by libscap

Thread ID: 176811
Event length: 50

Number of parameters: 4 Context Metadata Field classes
Event type: openat (306)

Parameter lengths: 080000000400070% Operating system  Processes and threads proc, thread, fd, fdlist, user, group
Parameter length: 8 File descriptors
Parameter length: use Thread ID to look up metadata Users and aroups

0
Parameter length: 4 .
4 Network interfaces

Parameter length:
dirfd: -100 Container ID and name container
name: 'l'
flags: 4097 ype
mode: @ Image name
Event name: PﬂV”GgEd

Event Arguments Mount points

Process Information Health checks
Process Ancestors

File Descriptor Information

Kubernetes Namespace

Container Information Add metadata to event Pod
T T i N ReplicationController

User ID: 1000 :
User Name: beheer Service
Home Directory: /home/beheer ReplicaSet
Shell: /bin/bash Dep'oyment
Login User ID: 1000
Login User Name: beheer

Group Information
Group ID: 1000
Group Name: beheer

Sponsored by Profitap & Emitec Stratoshark... A new kid on the block! 1
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Time

Delta

298 0.000444954 0.000000000

299
300
301
302
303
304
305
306
307
308
309

0.000445413
0.000450662
0.000455786
0.000456161
0.000469743
0.000472326
0.000499615
0.000507489
0.000522405
0.000528362
0.000567775

0.000000459
0.000005249
0.000005124
0.000000375
0.000013582
0.000002583
0.000027289
0.000007874
0.000014916
0.000005957
0.000039413

Container Name

host
host
host
host
host
host
host
host

host
host

"container”

a8d1f262
ice/sess
ice/sess
ice/sess
ice/sess
ice/sess
ice/sess
ice/sess
ice/sess

ice/sess
ice/sess

Proc Name

ib_log_fi..
sysdig

sshd

sshd

sshd

sshd

sshd

sshd

sshd

sysdig
sshd

Time

Delta

Container Name

33436 6.902383004
33437 6.902410209
33438 6.903111720
33439 6.903120761

33440 6.903826688 0.000705927 switch ) ,'
33572 6.908457794 0.004631106 switch )

33573 6.908473209
33574 6.912152246

0.000671598
0.000027205 host
0.000701511
0.000009041 host

0.000015415
0.003679037

33575 6.912160495 0.000008249

33576 6.912169952
33577 6.912171786
33578 6.912185867

0.000009457
0.000001834
0.000014081

Sponsored by Profitap & Emitec

"container”

ice/sess

ice/sess

a8d1f262
a8dl1f262
a8dl1f262
a8dl1f262

Proc Name

ib_log_fi..
ib_log_fi..
ib_log_fi..
ib_log_fi..

v| = #LoginShell
D Event name
> switch
switch

ppoll

rt_sigproc..
rt_sigproc..

>

<

>

<

> brk

< brk

> read

< read

> switch
> switch
> getrandom

| +
Event name
> switch
> switch
> switch
> switch
>
>

> switch
> switch
< futex
> futex
< futex
> futex

#LoginShell

Command ¥

PID

170088
178900
178898
178898
178898
178898
178898
178898
178898

178900
178898

PID

TID

%)
178900
178898
178898
178898
178898
178898
178898
178898

%
178900
178898

Command ¥

TID

Flle ¥

Network v

PPID
170020
178899
178892
178892
178892
178892
178892
178892
178892

178899
178892

Flle ¥

PPID

FD

10
10

Network ¥

FD

%

178900 178900 178899
(%

178900 178900 178899

14

(%
170614
170614
170614
170614

170088
170088
170088
170088

170020
170020
170020
170020

Stratoshark... A new kid on the block!
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f
f

AN

Exported PDU
F1AP

F5 Ethernet trailer
FB/IB GDS DB
FC

Fc00

FCGI

FColB

FDDI

FF

Fibre Channel over IP
File-PCAP
File-PCAPNG
FIND

FINGER

FIX

FLEXRAY
FMP

ForCES
fortinet_sso
FP

FP Mux

FR

Frame
[ —

Stratoshark - Preferences

Falco Bridge

Show internal events

/1
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Time

0.000000000
0.000000000
0.000000000
0.000000000
0.000000000
0.000000000
0.000000000
0.000000000

Delta
0.000000000

0.000000000
0.000000000
0.000000000
0.000000000
0.000000000
0.000000000
0.000000000

"conti Pro D

Event name
container

container
container
container
useradded
useradded
useradded
useradded

PID TID

#LoginShell

Command ¥

FD Nar Argument Info

container
container
container
container
useradded
useradded
useradded
useradded

Flle ¥ Network ¥

[Internal
[Internal
[Internal
[Internal
[Internal
[Internal
[Internal
[Internal

event]
event]
event]
event]
event]
event]
event]
event]

MISC ¥

AL

Exported PDU
F1AP

F5 Ethernet trailer
Falco Bridge
FB/IB GDS DB

FC

Stratoshark - Preferences

Falco Bridge

Show internal events

OO N & WN =

useradded [Internal event] Fc00
useradded [Internal event] igg;
useradded [Internal event] EDD!
useradded [Internal event] FF

useradded [Internal event]

useradded
useradded
useradded
useradded
useradded

0.000000000 0.000000000
0.000000000 0.000000000
0.000000000 0.000000000
0.000000000 0.000000000
0.000000000 0.000000000

[
- ®

Fibre Channel over IP
File-PCAP
File-PCAPNG

FIND

FINGER
FD Nar Argument Info FIX

- FLEXRAY
33438 6.903111720 0.000701511 =  switch %) next=.. switch P
>

i 33439 6.903120761 ©0.000009041 h.. ic.. S.. switch 1. 17.. 17. next=.. switch ForCES
33441 6.903826688 0.000000000 procinfo procinfo [Internal event] FP
33442 6.903826688 0.000000000 procinfo procinfo [Internal event] J FP Mux
33443 6.903826688 0.000000000 procinfo procinfo [Internal event] FR
33444 6.903826688 0.000000000 procinfo procinfo [Internal event] Frame
33445 6.903826688 0.000000000 procinfo procinfo [Internal event]

33446 6.903826688 0.000000000 procinfo procinfo [Internal event]
33447 6.903826688 0.000000000 procinfo procinfo [Internal event]
33448 6.903826688 0.000000000 procinfo procinfo [Internal event]
. 903826688 0.000000000 procinfo procinfo [Internal event]

- L) - r - . - O |

v | #LoginShell Command ¥ Flle v Network ¥

No. Time Delta Con "conti Pro D Event name PID TID PPID FD

GSIAr2 7 Ve JdUL™rLOULVO D VsUOuvwOwviL s LO2 L) I L e b 2wLLun Ldoawe ES T E S T HITA L= 2wLLun

[« 2B« B ) B« B e B o) B ) B o)
S 0O 00000 e

Stratoshark... A new kid on the block! /1
Sake Blok | SYN-bit WIRESHARK

Sponsored by Profitap & Emitec



What is this 'scap’ file format?

e |[t's actually just pcapng...
e ..but with different block types

e packet data and event data can be in the

same file (mergecap works), but

Stratoshark crashes on the file (bug?)

e Difficult to make a profile that shows both

packets and events in a clean way
though...

Sponsored by Profitap & Emitec

Ox00000201

Ox00000202

Ox00000203

0x00000204

Ox00000205

O0x00000206

Ox00000207

Ox00000208

Ox00000209

O0x00000210

Ox00000211

O0x00000212

O0x00000213

Stratoshark... A new kid on the block!
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Sysdig Machine Info Block

Sysdig Process Info Block, version 1
Sysdig FD List Block

Sysdig Event Block

Sysdig Interface List Block

Sysdig User List Block

Sysdig Process Info Block, version 2

Sysdig Event Block with flags

Sysdig Process Info Block, version 3
Sysdig Process Info Block, version 4
Sysdig Process Info Block, version 5
Sysdig Process Info Block, version 6

Sysdig Process Info Block, version 7

/1
WIRESHARK
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Managing expectations...

e Stratoshark has just been born*W released...
... so still in its early stage!

e Thus a bit rough on the edges (bugs...)

- mergecap of pcapng and scap for instance
- no container.name in Stratoshark (apparently a falco libs bug)

AvYa MAaVa NJ £ ) [ -
WAW w \/ Y eee AN\ W 'A'AY W y ./ v A

e New (community) development will bring new features
- Just like how Wireshark developed over time (25+ years by now!)

Stratoshark... A new kid on the block! /1
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G = n Stratoshark

&~ C O B https//stratoshark.org ‘ N @ O.REILLY

N

Hal\vo AT UDK TIagc

macOS Intel disk image

Practical Cloud

Learn

Stratoshark lets you explore and investigate the application-level behavior of your c t Ive eC u rI ty

systems. You can capture system call and log activity and use a varlety of advanced

@
features to troubleshoot and analyze that activity. If you've ever used Wireshark,
Stratoshark will look very familiar! It's a sibling application that shares the same dissection
and filtering engine and much of the same user interface. It supports the same file formar

as Falco and Sysdig CLI, which lets you pivot seamlessly between sach tool. As an added RlSk d nd Thl’eat DEtEC“On fOI’ COﬂta | ners,
bonus, it's opcn source, just like Wireshark and Falco. |<u bern etes and CIOUd

Quick start guide

Stratoshark wiki page

Getting Started With Stratoshark, blog post by Josh Clark

How to capture an SCAP for Stretoshark, blog post by Nigel Douglas
Troubleshooting CrashLoopBacxCff with Stratoshark, blog post by Nigel Douglas

Stratoshark remote capture tutorial, blog post by Philippe Bogaerts

Videas

Loris Degioanni
& Leonardo Grasso

Stratoshark... A new kid on the block! /1
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Filtering for deeper understanding of Traces /1

Sake Blok | SYN-bit WIRESHARK
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Still guestions?
sake.blok@SYN-oit.nl

> SYN-bit

§ deep traffic analysis

Stratoshark... A new kid on the block! /1
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