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•Relational therapist for computer systems 
- Solve {application,network,performance}-issues  

by looking at the communication between systems 

•Member Wireshark core-team since 2007 

•Started SYN-bit in 2010 
- Application and Network troubleshooting 

- Protocol and packet analysis 

- Training (Wireshark, TCP, TLS) 

•Wireshark Certified Analyst (WCA) #1 🎉

$ whoami
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• 1988: tcpdump 
- Van Jacobsen, Sally Floyd, Vern Paxton, Steve 

McCanne 

- Lawrence Berkely Laboratory 

• 1994: libpcap becomes separate library 
• 1998: Ethereal 
• 1999: WinPcap 

- Development stopped in 2018 

• 2006: Wireshark 
• 2013: Npcap 

- Replaces WinPcap in Wireshark Installer

A little history of packet capturing
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•Access to packets more and more challenging, 
especially in cloud environments 

•Encryption is more widespread and decryption 
not always possible 

•Containers and kubernetes make workloads 
more volatile 

•What if we could dig into system calls instead?

Challenges with packets?
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•2014: sysdig 
- Loris Degioanni (who also started WinPcap) 

•2016: Falco 
- 2018: Falco handed over to CNCF, graduates in 2024 
- https://github.com/falcosecurity/falco 

•2021: libscap/libsinsp handed over to the CNCF 
- https://github.com/falcosecurity/libs 

•2021: Add plugin infrastructure to falco libs 
- Makes ingesting cloud logging possible (like AWS cloudtrail) 

•2025: Stratoshark 
- Gerald Combs (who also started Wireshark) 
- https://gitlab.com/wireshark/wireshark/-/tree/master/ui/

stratoshark

A little history of syscall capturing

libscap / libsinsp 
(no logo, yet?)
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libscap / libsinsp

system call domainnetwork packet domain

shared libraries

cli capture/viewer gui capture/viewer intrusion detection

shared libraries

cli capture/viewer gui capture/viewer intrusion detection
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• All the features of Wireshark... but for system calls 
- extensive filtering 
- filter buttons 
- expanding details 
- configuration profiles for easy switching 
- io graphs 
- etc 

• Runs on Windows/MacOS/Linux 
• Maintained by the Wireshark Foundation

Stratoshark
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•Linux 
- Capture local system calls 
- Analyze scap files 
- Capture system calls from remote Linux system over SSH 
- Use falco plugins to ingest (cloud) logging 

•Windows / MacOS 
- Analyze scap files made remotely with sysdig/Stratoshark 
- Capture system calls from remote Linux system over SSH 
- Not possible yet(!) to capture local system calls 
- Use falco plugins to ingest (cloud) logging into Stratoshark

How can we use Stratoshark?
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int openat(int dirfd, const char *pathname, int flags, mode_t mode);
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• On start, libscap collects system state 
- containers, users, groups, processes, file 

descriptors, etc 

• During capturing, libsinsp updates tables 
- So always a mirror of the system state available 

- Makes filtering on all kinds of information possible 

- Enables the inclusion of metadata in output (falco) 

• Stratoshark shows system call data and all 
metadata

More fun when enriched with metadata

https://reef-aquarium-store.com/dardanus-pedunculatus-anemone-hermit-crab
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system call, captured by libscap

use Thread ID to look up metadata

Add metadata to event
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• It's actually just pcapng... 
• ...but with different block types 

• packet data and event data can be in the 
same file (mergecap works), but 
Stratoshark crashes on the file (bug?) 

• Difficult to make a profile that shows both 
packets and events in a clean way 
though...

What is this 'scap' file format?
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• Stratoshark has just been born^W released... 
... so still in its early stage! 

• Thus a bit rough on the edges (bugs...) 
- mergecap of pcapng and scap for instance 

- no container.name in Stratoshark (apparently a falco libs bug) 

- File -> Export Specified Events... does not work correctly (use sysdig instead!) 

• New (community) development will bring new features 
- Just like how Wireshark developed over time (25+ years by now!)

Managing expectations...

https://www.flickr.com/photos/verbeeldingskr8/28895969942
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Filtering for deeper understanding of Traces 
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Time for Q & A
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Still questions? 
sake.blok@SYN-bit.nl


