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Was ist MACsec?



Was ist MACsec?

A | ayer 2 Verschlusselung
A Integritatsprdfung

A Hop-by-Hop

A& 802 1AE

A 802.1X-2010 & 2020

A3
Angreifer

Mitschneidep & Injizieren
|

& \ 4 &
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— Klartext - Klartext - Klartext -

Host A Switch Switch Host B
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Was ist MACsec?

AES128-GCM AES256-GCM

A3
Angreifer

AES128- AES256-
GCM-XPN GCM-XPN

— Ny =)
— Klartext <= Verschliisselt - Klartext

Host A Switch Switch Host B
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Was ist MACsec?

| Protocol | Packet number | Lengtt| Info

| Time | Delta | Source | Destination
MACSEC 134 MACsec frame [UNVERIFIED]

139 109.7206302.. 0.474941772 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b
140 110.7223165.. 1.001686353 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 134 MACsec frame [UNVERIFIED]

143 111.7235352.. 0.456751369 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 31 134 MACsec frame [UNVERIFIED]
1.001493762 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 134 MACsec frame [UNVERIFIED]

144 112.7250290..
MACSEC 134 MACsec frame [UNVERIFIED]

147 113.7271843.. 0.441715835 aa:cl:ab:31:74:d4 CEH HETHE P HE
148 114.7338503.. 1.006665963 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 134 MACsec frame [UNVERIFIED]

MACSEC 134 MACsec frame [UNVERIFIED]

151 115.7303435.. 0.422435263 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b
152 116.7320523.. 1.001708871 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 36 134 MACsec frame [UNVERIFIEDI]

155 117.7329811.. 0.402255733 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 37 134 MACsec frame [UNVERIFIED]
156 118.7347696.. 1.001788422 aa:cl:ab:31:74:d4 aa:cl:ab:92:ca:4b MACSEC 38 134 MACsec frame [UNVERIFIED]
| iCT 110 9020160 0 AF02AEAAQ —o.cd.obedd.d2.os  Rooocb oo TDMDLB EADAL 170 Lo Corcuos o Dooc ot MACooo CAK llco TV Todicodboe
> Frame 147: Packet, 134 bvtes on wire (1072 bits). 134 bvtes captured (1072 bits) on interface el-1-c1-1, id @
| Ethernet II, Src: aa:cl:ab:31:74:d4 (aa:cl:ab:31:74:d4), Dst: aa:cl:ab:92:ca:4b (aa:cl:ab:92:ca:4b)
> Destination: aa:cl:ab:92:ca:4b (aa:cl:ab:92:ca:4b)
> Source: aa:cl:ab:31:74:d4 (aa:cl:ab:31:74:d4)
Type: 802.1Q Virtual LAN (0x8100)
[Stream index: 3]
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 28
v 802.1AE Security Tag
> 0010 11.. = TCI: @x@b, VER: @x@, SC, E, C
saas .00 = AN: 0x0
Short length: @
Packet number: 33
System Identifier: aa:cl:ab:1d:d3:cc (aa:cl:ab:1d:d3:cc)
Port Identifier: 1
ICV: 535f14e94be66716bed@f39462c5bbof
> [Verification Info]
»| Data (86 bytes)
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Anwendungsszenarien



Anwendungsszenarien

A Switch <-> Endgerat

RADIUS : — EAPoOL&MKA

Authentication Authenticator Supplicant
Server
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Anwendungsszenarien

A Switch <-> Switch

Authentifizierung lGiber PSK

Switch Switch

Verschliisselung der Nutzdaten
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Anwendungsszenarien

A Anbindung Cloud-Provider

/ On-Premises Datacenter

o

\
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/ Cloud Datacenter

MACsec
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Google Cloud
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Frame-Aufbau



Frame-Aufbau

Default

Unverschliisselt Verschlusselt Unverschlisselt

\ \ \
\ |

IEEE 802.1AE .
Ziel- Quell Header Verschliiss
Adresse | Adresse | C"™YP® | icherheits | Cthertype VLAN-TAG elte
Nutzdaten
\ /
/

; N Y

A -\ ..
Unverschlisselt Verschliisselt UnversEr\Iusselt Verschliisselt Unverschliisselt
/ S \
/ S \
/ \

TCI/AN 16 Byte

Clear TAG 14 Byte 2 Byte
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Frame-Aufbau

Frame 103: Packet, 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface
Ethernet II, Src: aa:cl:ab:31:74:d4 (aa:cl:ab:31:74:d4), Dst: aa:cl:ab:92:ca:4b (aa:cl:ab:92:
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 28
802.1AE Security Tag
> 0010 11.. = TCI: @xeb, VER: @x@, SC, E, C
..00 = AN: Ox0
Short length: @
Packet number: 11
System Identifier: aa:cl:ab:1d:d3:cc (aa:cl:ab:1d:d3:cc)
Port Identifier: 1
Ethertype: IPv4 (0x@800)
ICV: 0e79bdala54cb43961971292ac83aelb
> [Verification Info]
Decrypted Data: 0800450000548345000040019b3eac110202ac1102010000d898000b00A755a8bd69000000005
> Internet Protocol Version 4, Src: 172.17.2.2, Dst: 172.17.2.1
> Internet Control Message Protocol
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802.1AE Security Tag

15
Short length Packet number

Decrypted Data
0

System Identifier




Wichtige Begrifflichkeiten

Begrifflichkeit Beschreibung

MACsec Key Agreement: Schlisseleinigungsprotokoll, um MACsec Peers
MKA aufzufinden, Schlissel zu generieren, zu erneuern und auszutauschen.

Connectivity Association Key Name: Dient als Rahmen fir den CAK. Die
Peers Uibertragen diesen untereinander zur Validierung im Klartext.

Connectivity Association Key: Schlissel der Control-Plane, von dem der
Sessionschlissel abgeleitet wird.

Security Association Key: Sessionschlissel, der vom CAK abgeleitet
wurde und zur Verschlisselung zwischen zwei MACsec Peers
Verwendung findet.

Master Session Key: Wird innerhalb EAP-Austausch generiert.
Supplicant- und Authentifizierungsserver verwenden MSK, um CAK
ZUu generieren.
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Schlusselverteilung &
Analyse



Analyse mit Wireshark

A \Was konnen wir allgemein analysieren?
A \alidieren ob verschlUsselt

A Fehler im MKA ‘
A Fehler Ubertragung EAPoL-Frames |
A Key Server-Auswahl D
A CAK-Namen ¥
A Confidentiality Offset
A SAK-Verteilung
A |CV-Fehler durch Manipulation oder Ubertragungsfehler
M Paketverlust anhand Paketnummer

M | atenz mit Paketnummer
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Schlusselverteilung

Schliisselaustausch Beschreibung m

Statischer SAK Manuelle Konfiguration des Switch-zu-Switch
symmetrischen Sitzungsschlissels Host-zu-Host
Statischer CAK Manuelle Konfiguration des CAK und Switch-zu-Switch
CKN und Nutzung MKA fir
Austausch SAK
Dynamisch CAK MSK Verteilung via Nutzt dynamisches MKA und verteilt Host-zu-Switch
RADIUS und EAP-TLS MSK im Rahmen von EAP-TLS um

CAK zu ermitteln
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Schliisselverteilung

A Statisch SAK
M Statische Hinterlegung Schlussel-ID und SchlUssel
M Beispiel Ubuntu mit iproute?

ink =et ensle0 down
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Static SAK

00 B MACsec_Linux_Static_SAK.pcapng — ceos1: eth1

ANA® m@ @ JeEF ¢E E QQaQHEBR

R | macsec or eth.type == 0x88e5 |" +  VolP
No. | Absolute Time | Delta

SIP Client-Failures SIP Global Failures

Filter nach Call-ID mit RTP SNI

Anruf mit Call-1D XxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX SIP Server Failures

~ | Time | Source | Destination | Protocol | Length |Info

> Frame 3: Packet, 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface vmenet3, id @

2026-01-20
2026-01-20
2026-01-20
2026-01-20
2026-01-20
2026-01-20
9 2026-01-20
10 2026-01-20
11 2026-01-20
12 2026-01-20
13 2026-01-20
14 2026-01-20
15 2026-01-20
16 2026-01-20

23:21:06.930066
23:21:06.930450
23:21:07.932194
23:21:07.932928
23:21:08.934904
23:21:08.935387
23:21:09.937111
23:21:09.937460
23:21:10.938940
23:21:10.939585
23:21:11.950767
23:21:11.951494
23:21:12.084563
23:21:12.084752

35.173737
35.174121
36.175865
36.176599
37.178575
37.179058
38.180782
38.181131
39.182611
39.183256
40.194438
40.195165
40.328234
40.328423

24.0297..
0.000384
1.001744
0.000734
1.001976
0.000483
1.001724
0.000349
1.001480
0.000645
1.011182
0.000727
0.133069
0.000189

VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_ef:7c:66
VMware_55:8b:4b

VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_ef:7c:66
VMware_55:9b:4b
VMware_55:9b:4b
VWMware_ef:7¢i66

> Ethernet II, Src: VMware_55:9b:4b (00:0c:29:55:9b:4b), Dst: VMware_ef:7c:66 (00:0c:29:ef:7c:66)
v 802.1AE Security Tag

>

>

0010 11..

. .00 = AN: Ox0

Short length: @

Packet number: 17

= TCI: 0x@b, VER: 0x@, SC, E, C

System Identifier: VMware_55:9b:4b (00:0c:29:55:9b:4b)

Port Identifier:

1

ICV: 63595b682602b4e7f1f07d7494c8d649

[Verification Info]

v Data (86 bytes)

Data: 32d5ca8329@bbcb63be8ac621ac33bd9667ca8b2f7e@bl9calce3f6e8aacd93d@bddb512c622efb6c556TCc362571eabed4c88840ab50c005333ela787ff68d7c4a51e5982a3afd5e57e9a54f03d2d109cf4c3bscc5234e

[Length: 86]
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MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC
MACSEC

130
130
130
130
130
130
130
130
130
130

74

74

74

74

MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec
MACsec

[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIEDI]
[UNVERIFIED]

20


Traces/MACsec_Linux_Static_SAK.pcapng

Schlusselverteilung

M Statisch CAK

. Key Server :’Peer entschlisselt
Hinterlegung CAK | | Key Server wird | |Ableitung KEK von Key Server wrapped SAK mit ewrabbten SAK
& CKN ermittelt CAK & CKN generiert SAK | |KEK und iibertragt| 9% opPP

) und installiert ihn
ihn an Peer
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Schlusselverteilung
.
A Statisch CAK

A Hinterlegung CKN und CAK
A Key-Server

ceosl#sh run | sec mac security
mac security
profile mka

cipher aes256-gcm
key 0202020202020202020202020202020202020202020202020202020202020202 7 075F731C1C594B55454259

5C567A79747A636772415744535306080801045C534A460B0805030005065B0956550805544156560B59565D711E1E5B49

747405B5E
mka key-server priority 15
mka session rekey-period 600
traffic unprotected drop
interface Ethernetl
mac security profile mka
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Static CAK

A EAPoL MKA

| Delta| Source Destination Protocol | Length| Info

Key Server Aushandlung &
Peer Discovery

16 16.504829843s @... aa:cl:ab:ea:02:3d Nearest-non-TPM.. EAPOL-MKA 214/ Key Server, Live Peer List, MACsec SAK Use, Distributed SAK, XPN
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Static CAK

A EAPoL MKA

000 B MACsec_Arista_Static_CAK_Encrypted.pcapng — ceos1: eth1

A O ©@ mERRE Qe=EF IEE QQaQHEE

l ‘ eth.type == 0x888e and mka.param_set_type == 4 v [ VolP Anruf mit Call-ID XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX SIP Client-Failures SIP Server Failures SIP Global Failures

Filter nach Call-ID mit RTP SNI

| Absolute Time | Time | Delta | Source | Destination | Protocol | Length | Info
15 2026-03-12 01:20:39.337204617 16.502724384 aa:cl:ab:ea:02:3d Nearest-non-TPMR-Bridge EAPOL-MKA 170 Key Server, Live Peer List, Distributed SAK, XPN

Frame 15: Packet, 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) on interface ethl, id @
> Ethernet II, Src: aa:cl:ab:ea:02:3d (aa:cl:ab:ea:02:3d), Dst: Nearest-non-TPMR-Bridge (01:80:c2:00:00:03)
802.1X Authentication
MACsec Key Agreement
Basic Parameter set
MKA Version Identifier: 2
Key Server Priority: 10
l1... .... = Key Server: True
MACsec Desired: True
= MACsec Capability: MACsec Integrity with/without confidentiality, no confidentiality offset (2)
0010 1100 = Parameter set body length: 44
SCI: aaclabea023d0e0l
Actor Member Identifier: 192b390775f4dd5dae367e46
Actor Message Number: 00000006
Algorithm Agility: IEEE Std 802.1X-2010 (0x0080c201)
CAK Name: 01234567890123456789012345678912
[CAK Name Info: 0001]
Live Peer List Parameter set
Distributed SAK parameter set
Parameter set type: Distributed SAK (4)
00.. .... = Distributed AN: 0
..01 .... = Confidentiality Offset: No confidentiality offset (1)
.. 0000 0011 0100 = Parameter set body length: 52
Key Number: 00000001
MACsec Cipher Suite: GCM-AES-256 (0x0080c20001000002)
AES Key Wrap of SAK: b711957f12c3ac757dd4ea3fbd2c91a943110a59d61383cfc47d743ab70cb5¢1782b25480630c110
Unwrapped SAK: 565f261e492fb86709fed2alb615f4cd7b2a55bad8342f019f6ee53881acab87
Extended Packet Numbering set
Integrity Check Value: 71d4fab3b@a568e2518ef5e791bdeeb9
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Traces/MACsec_Nokia_SROS.pcapng

Schlusselverteilung

A Dynamic CAK

'/ “ Key Server , b

802.1X MSK wird an Peers| | CAK und CKN Key Server wird = Ableitung KEK von Key Server wrapped SAK mit | [ o e Eaaall
Authentifizierung verteilt werden von MSK ittelt CAK & CKN eneriert SAK || KEK und iibertriat gewrappten SAK
mit EAP-TLS abgeleitet Srmilie - o ooy || und installiert ihn

S
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Schlusselverteilung

A Dynamic CAK

[ X} B MACsec_Dynamic_CAK.pcapng

[

A A0 mERE R &=

Qa a M

No. | Time | Delta | Source | Destination | Protocol | Length | Packet numb

5 9.700126 .299905 AlcatelLucen_6b:34:65 RaspberryPi_b4:41:49 EAP 60

E3J -| + SAKVerteilung MKA  MACsec
| Info

Request, Protected EAP (EAP-PEAP)

7 9.800065 0.099922 AlcatelLucen_6b:34:65 RaspberryPi_b4:41:49 EAP

Request, TLS EAP (EAP-TLS) -

9 10.000075 0.199988 AlcatellLucen_6b:34:65 RaspberryPi_b4:41:49 EAP 1042

11 10.100140 0.100041 AlcatellLucen_6b:34:65 RaspberryPi_b4:41:49 EAP 1042
13 10.300135
14 10.300156

15 10.400141

0.199992 AlcatellLucen_6b:34:65
0.000021 RaspberryPi_b4:41:49
0.099985 AlcatellLucen_6b:34:65

RaspberryPi_b4:41:49 EAP 1042
Nearest-non-TPMR-Bridge EAP 60
RaspberryPi_b4:41:49 TLSv1.2 361
17 10.599899

0.09977@0 AlcatellLucen_6b:34:65 RaspberryPi_b4:41:49 EAP 60

19 10.800067 0.200166 AlcatellLucen_6b:34:65 RaspberryPi_b4:41:49 EAP 60

21 10.900131 0.100061 AlcatellLucen_6b:34:65 RaspberryPi_b4:41:49 TLSv1.2 79

23 11.099968 9.199816 AlcatelLucen_6b:34:65 RaspberryPi_b4:41:49 EAP 60

26 12.700161 0.700034 feB0::2ecf:67ff:febd:4149 88 ICMPv6

Frame 32: Packet, 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface enl5, id @
Ethernet II, Src: RaspberryPi_b4:41:49 (2c:cf:67:b4:41:49), Dst: IPvémcast_16 (33:33:00:00:00:16)
802.1AE Security Tag

Data (78 bytes)

Day — Olten CH 2026

Request, TLS EAP (EAP-TLS)
Request, TLS EAP (EAP-TLS)
Request, TLS EAP (EAP-TLS)
Response, TLS EAP (EAP-TLS)
Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Do
Request, TLS EAP (EAP-TLS)
Request, TLS EAP (EAP-TLS)

Change Cipher Spec, Encrypted Handshake Message

Success

Router Solicitation from 2c:cf:67:b4:41:49

Ethernet


Traces/MACsec_Dynamic_CAK.pcapng

Bildquellen

M Pexels https.//www.pexels.com/de-de/

A Unsplash https://unsplash.com/de
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Vielen Dank! WIRESHARK

Benjamin Pfister
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